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Abstract

Cybersecurity has emerged as a critical and highly relevant research focus in recent years. In particular, cybersecurity within higher
education institutions plays a pivotal role in ensuring the security and stable operation of campus networks. Traditional single-system
defense mechanisms are increasingly inadequate in the face of sophisticated and multifaceted cyber threats and intrusion techniques.
Moreover, isolated security systems often fail to collaborate effectively for joint defense. This paper introduces a network security
defense architecture based on multi-system collaboration. By integrating this architecture, the overall security posture of campus
networks can be significantly enhanced. The proposed approach coordinates previously independent defense systems, leveraging a
combination of security mechanisms to establish a more efficient and robust security framework.
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