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Abstract

With the continuous advancement of industrial automation, Industrial Control Systems (ICS) have become deeply embedded in
national critical infrastructure, serving as a core driver for the stable operation of modern manufacturing and energy systems.
However, their widespread application has also brought numerous cybersecurity risks. This paper focuses on cybersecurity risk
assessment for industrial control systems, conducting a comprehensive and systematic analysis. On one hand, it details typical
security threats currently faced by ICS networks, such as malware attacks and data breaches, along with existing vulnerabilities
like system flaws and improper configurations. On the other hand, by integrating the framework of the graded protection system, it
explores adaptive optimization strategies for industrial environments. The aim is to build a cybersecurity defense system better suited
to industrial scenarios, enhance ICS network resilience against risks, and ensure the secure and stable operation of national critical
infrastructure.

Keywords
Industrial Control Systems; Cybersecurity; Risk Assessment; Graded Protection; Strategy Optimization

T ol o 1) o 2 22 4 XUBG T4 R E R AR R SR BR U1K

FERE mdE
PR =FEE B IFAIRAR], FE - LI7R 5r 250101

Hm =

EILAHUAKFHFEEFG LT, ThIEHE% (ICS) FESANE R A AMEE, TARAIARPZELE R A%
REBIFHESIE S, K, L7 2zdpAELFRT#HSZMEELEE, ALRELETLERNRENLZARERE, E
FoemBLREWII., —F @, F@RET SAICSMATIEa A LB, B ERM4E, RELES, URHGL
RIS, MALRA, MEARLSE, F—F @, E6FBREPHEER, FANRITEAE T LIRS P agE BRI R,
EAMAER NS T LG FHRGE AR R, RINCSH % 53Rt F, FEEE R 4R sk b a) & o8 2B 4T,

KA
TR R M&h; Reirt; FORP; B

18] AR, LU TSI e e TR e 55 5

BE 8 T S, T s R e
(Industrial Control System, ICS ) /EVERERIE BN . 2 T =& WK Z2 e X0 3 51 G Ik
bﬁﬁ%ﬁﬂﬁ&ﬁ@i@f?ﬁ@*ﬁﬁﬂ?ﬂ 5 IEEE%%EIX_XJ%MC N 1%1%\4{ EI“V%&?{K% %‘?ﬁ%?ﬁu%ﬂﬂﬁﬁﬂ:ﬁ@%ﬂ%? , I\”/E
%%ﬁ%ﬂjﬁﬁﬁ’i}%o U{#%IJE&E\ “ LB RRR “%ﬁEIF” L il 7245 (Industrial Control Systems, f&iFRICS) B A EZ
TR SEEOPORIOT AR P DARRIMESON ey mamnnsy, Tz TaeR, B,
TR, TIMESEAAET AN, MISPEAEE 5 g oloRis s . 10 B TASUH0SHE
=} A2 9k
ROETESBEAD. USRS, SRR SRR . AT,
ARSAERAS T LA RGP S B IRMRT g st o0 oot 15 i S MO, b B HCTETI 125
Pl b, AEBERL AL SO SR NS, 3 it it 6 A T T L2520 S AR
S RIS ORI SRHFVTSRHBEAON, o e s
FSH T 1 % P B AT

[EEEA] FEE (1992-) , &, PESTEOA, &4 21 TIEHI RGEMENEFHTIS R EHhA
B T, MEMELL, L= R LMWK EERZ RS, 2. &G

T ></

/)

55



AHTESATERE -

$06% - £ 058 - 2025 F 09 A

FE. —RED AEBRAE . BHHTE . HERZEEM
MERE ., IHEAIE REEHIE, HPUTE” D)
PLC. DCS %145, JHEIGIEE BT SCADA #4558,
HMI SR G, M EHEZE SR MES, ERP ZF50H]
RS, XPR YA EEE . BRI AR MR TER
ks, frkeidatkit. E—BLuih, EmaEE
aACEY R, SRR “Zahh . AZER R,

ICS A% RATHIBEIN, HEDRESIME, &t
ZBHERTINEALH], MERREN A B EIHER T
FRINEZ 54N T 58T, eebhiridss. a4 A Asaie
BINSEG, SHEAEE NS R, ifn HA R g
EHh T e eI RE, B AMEARE, 25
KT B
2.2 BABIL il 5 X IR 53 1

hiE B EoREM S B BAREE A Tl &258, Tl
IR BT R T H 25 B %, EEUHEREL. Bailklt.
KIS, SEEISd ZE5TIRE, 2477 ICS
FEHEIGEPUT LA -

I EACEME I %014 Stuxnet B, EiE T USB & 1]
bt A HbRZAZE, FIA Windows 5761 PLC 248
ZAEZHIRR, #TERAERE SR, X
IT Jwili 5 OT PhiX ) “BSiBds” WA SR,

THRINR R K P PR AR, PORIEE AN A,
BN GTREF BN S | SRR i, BEE
5o E R, Besh, BREFRIR (AnREE . ki
WIEER ) WRTEES A AR SS HWrak iR =

i &R E 4 5 VPN 2 A W% I, 2t &l A A
RDP. e R MRS 5 NG in B 5a, Sstiias .
A, A TSN m R a2, Rl R
LkR, BRI A SRS, R 5T

Wil F B EOR B E B a4, B EiRE)
1B, WnREsh. i CRmERs, MERNRESEUEIE.
MRS, EEEMARLESINERTE.

X RGN ET S BB, B RTRERE S SR Tl &
8, Ik “BEFRE— s WEEGEE, WEFRE
FEELAAL HEAA AT RIE N o
2.3 MAERKIFHIRERE RS

Tl A G2 e iRt RS PR LGP 1R
HIFATT SHIE RS . 4N I 5 a B mi s,
RERIE A AR 55 T AR, Brisia o, (EEhBEhEE
TS E B AR T B P RE s R L oe by, ik
LSS I R R R e R e, (HIX Tk
TAVEHIRGINEE B, SAESTAER %, EaREE
TR S R 2 G N RS N ONESS S S Bah a2 L k> &
GRIRIIoR AR, ORI A R ittt 2Rl 55

56

ESMESEIERY, DR RIS IR EIE. Frld, 2
i BRI RS TFESE, T 2R A RORIRIE
WK, BashSEEs o AgiTaEl, DLl Sias
RN A 77 522 4 B ARAISEN. (REIA “%S - Py
- L R, B sENESHE, Bk
RERGUE B IR, SSeirdes.
3 ERRAPHIE T Tolledz= il B 2% O iE Rz Bk ik
3.1 HEM %KL 2ERRIPE EHEZRMIE

W2 22 4 B2 RAP RIS R TR SR B ME B AR R IR T
MUEEAHIEE SR, B (he NRIEAEMSS 240 SEhERL
K, FREF 2.0 hAEPEE, RO ETRERARSL
LEPERD A —RHLR, (KR YRS 5T #EN,
VESLBORBHP S E T

IR Tl AR Ot 7 Bt ()22 4 Ta PR AR v
HEZE, [HHFABATEMETEEAS, (EHEHIRZER
AE—EEftE WE . Blin, oL (e
UmPRES . HRLSRI ) 7E AP EDL B, s At
HAGEET PRI LR
3.2 ERMRIPH EET W REG AL HERIE

Tz A G F R R E LR T T 1 22 X
— I3, EELRN S AN, RS B
BEMEEARELNES, RGEDFEDREHETE, X
L TEk . S50, SRISEHIRAEEE, B
FORTIFF RO, RIS HEREDERE . b,
A HNPFEbRERCE R B, ZMEEEASE e,
20 T AR R AP o
3.3 TAH=FIIME THERRIPMUE K

AR ER R IR Tz 248 (1CS) HERt S
SRk, IR, bRdE. PUTEREBE% D, L, WG
ICS “PEilfds, sSEiTEUR. MBS Rk, BIMZESML
LEEHEDR; bR, R CEA TR + R
ML DERRE, ERINIHEIRSEARNE; T, 5RE
PP, BREL W TREIRE &, HEhHE &,
FETHRAHRE

4 Tl Mg 22 KT REE
41 BFEREE RN EETFHEEER L
Tl b RS S HE, M A PLC J2:76)
2. (EREE ITER, BRI RGEIERIERG IR
BRI . AT LRSI B e AR RGP
RN EEHES. i FIE T RS A THERRG A T,
PHAMORATORE | MU, (1. SR RER.
PR S S R, B REEI R )
HIMRIOC AR B . BN, 3 MEREE RN EERS (%
IAREERY PLC fHIBREI A0, THRHIZRroint X2



AHTESATERE -

$06% - £ 058 - 2025 F 09 A

M TER IEITE . AFRIX GG, M —0 e X
R, mhBEFLEMT FTREN: M HOVEE, A SRS R KISz
L EIE S, TR BT S W R G SEPR2e 4
RO
42 BMEHRME ENEHEEN. BEXEBELRE
B

B LIRS IRR AR T TR AR I 1 e B I
BokBZe] . ke . R X EREIME R, e
CAITRI . ERERIRIE . B Tk, KX eigik 5T
WAZHI ARG R TS BTN, Tt X A B ISR
FINZS

FeFHrii & (Attack Graph ) SRR, DUE
TEAR 7 Rt & rTRER TR AT R RS (2. MR
GPIE A D S E, SEFE RS REIMER, &
HHESTERE ATREA SN BARTT S B AN
5=, BERSA [ ASEIGETERND, TERTAI A REME
M IESEATT, AHIE S R RS R AR
A3 MESFHERETHSEN: BMENKXEZIWEER

X AR A G 2 P I TR A BIME S5 1 P R A A A
RGO RAE LA TR LR s AR
Agutframelll, KMAENZ R, RN, 6 AT
IR, RGBS . BERETE . hlrHasHE 7
romEteds, RBIRTREAFEN 2 NG,

SRR BE S5 A T RATEY, 25 RS P E AR
B RIFMERE . SempuE SRR, AT IESstER T HER 7
RS E. BB R, e AWt AN RS EXS 2
Gt ARE R, T B 2 RR I Se b TR A S )
RIS ENRLY: . &, ARSI X B AR
S
4.4 REZETHESRAAKENR: HEARZEER
T AL

LR, B, ML AR, EHEER
RBGHEE, MBERSHTE . BEGEATTNESE, HRET
WAZHI RGN R L e NG E ., TR R ST N GESE
PbrUE T, BRE A 4 BT I XU 2%

R AT ARE NG A SR A B I 3% L 3R
LA EIHR, SMEEENHEOR AR BES LR THE R
Gri e R. FET ISR, HlEE 2 IR i,
eI AERCE . DIsRiGREsEIE . RN, gkt
W IUARNTE FAPEROALE, ARIE ARG A AT BB R S
SRR, TERAEPR AT TRNLA], AR Tl
HIRGELEREN T .

5 ERMRIPRIEET W I=H REPHRH A
AT EIETARAE Tk RS B SogH, W

MULF U4 TR U
B YRS SRR ST, MK E

EEHIX | EHEE SIE RN 51X 5 ARSI,

St MRS, SR FBET . ZmBE A ST R

MIRETD, FEErRER AR
sl A v] A SESEN S EER, NAE R

TR UAISHIRIT . R B(EEs 5 2R RALH,

I RGAEERE ). NG I TSRS B bilisiste 5

WasRE 2450, R aesirtk BN Yo N S7E
FeEEr ] Modbus . OPC., S7 25 TV tY AR EERENTS |

2, SRS BRI SIS T AT EESHERA

AGHE LRI S, SR RET AR, B

SEGIERED, AGSHR SR R

6 4515
TAVFEHI RGN E A E R SR b ) A B

L 28 22 A B B b se i E 5 2 St fa e I E 2R

Fo BRIT L5 TR EERE T Tlssls 5=,

TR A Tl AR ) RS PR 1R R 5 S R AR AL SR

EEEHE . ASCERGRER Tl 241 F 5 L 22 4l

PhEEN I, Wi T ZUEE ARSI IIER, Heah AT ES

RO T I AR IR BB, BT R4

AR ST ATRBISEETHEHLE], fENS BZ e XUEIH

BINRSHERS s mZERME. ISR RS R R, B4

F TV Azl WX 4 2 A TR RE T R Il ORPE
K, RiFE— P IBEAR AR R B S B TR,

SIEERRE TIRAGRMAE G, Wil “ZISERE. P

&), RO ERERGIR R, B3 E Tl AgubmAR

[ R,

S 3k

[1] MREESEXNTRELTNGS = A7, FTiEME2ee— A LI
R AR S 5,2024,(12):44-53.

[2] TSR MIE 2 R PR AT R AL e X 4 22 AR 5 (0] (A%
T,2024,(12):17-19.

[3] Z=UF - R v, ok L 4 22 e M 5 BT O S
HERANF 9 —— S TR AR A S i W E S = (0] B
SEIF,2024,(02):223-251.

[4]  SA I RO P R ARTE VT RN 24 22 4R 32 D] R
TAHAK,2024,(04):35-39.

[5] SRt THI I il A EAAR IO [ 28 2 e OR B R A I 2 [ 0] B L A B2
7R,2024,(12):80-83.

57



