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Research on generative Al security governance technology
and platform construction

Shuang Han
Shanghai Digital Sec, Rity Technology Co., Ltd., Shanghai, 200040, China

Abstract

With the rapid advancement of generative Al technology, security risks such as deep fakes and automated misinformation generation
have become increasingly prominent, posing serious threats to national security, social stability, and individual rights. This paper
proposes a comprehensive “discovery-penetration-traceability-monitoring-assessment-hardening” full lifecycle governance solution
to address these Al-related security challenges. By establishing three foundational databases, seven core technologies, and an
integrated application platform, the solution achieves precise detection, reliable traceability, and effective governance of multimodal
Al-generated content. Experimental results demonstrate that the platform achieves over 80% average detection accuracy for
mainstream forgery techniques and can effectively identify 31 categories of security risks. This provides crucial technical support for
public safety governance and the healthy development of the Al industry.
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