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Research on Data Security and Privacy Protection in the
Informatization of Government Data

Taiwen Xiao

Digital Government Operation Center, Haizhu District, Guangzhou, Guangdong , 510000, China

Abstract

The informatization of government data is crucial to improving government governance efficiency, but the accompanying issues of
data security and privacy protection have become systemic challenges related to national security, citizen rights, and government
credibility. Existing research and practice mostly focus on a single technology or management measure, which is difficult to deal with
compound risks in the entire life cycle. This article introduces the concept of “Resilient Governance” and builds a “three-dimensional
dynamic grading-dual-track technology integration-multiple collaborative co-governance” (3D-2T-MC) collaborative framework
for the full life cycle of government data. Through dynamic compliance, technology integration and social co-governance, this
framework provides a theoretically forward-looking and practical solution to solve the “impossible triangle” of data utilization and
security protection.

Keywords

Government data security; privacy protection; resilient governance; zero trust architecture; privacy-enhanced computing; data
classification and classification; collaborative framework
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