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Design of multimodal fusion intelligent defense system and
analysis of adversarial attack defense effect

Xinfei Dong

Hainan International College, Communication University of China, Lingshui, Hainan, 572400, China

Abstract

This article focuses on the research of multimodal fusion intelligent defense systems. Firstly, a system design framework consisting
of perception layer, fusion layer, decision layer, and feedback layer is constructed to confirm the three fusion strategies of data
layer, feature layer, and decision layer, as well as key supporting technologies such as deep learning and robust feature extraction;
Secondly, examine the three typical adversarial attack characteristics of intra modal, cross modal, and mixed modal, and design
defense measures such as adversarial training and modal consistency verification; Furthermore, relying on relevant indicators such as
accuracy and robustness, and relying on multimodal adversarial datasets to complete the evaluation of defense effectiveness; Finally,
it points out the challenges faced by modal heterogeneity, adaptive attack defense, and looks forward to the direction of technological
development.
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