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Abstract

With the widespread application of domestic generative Al (AIGC) tools such as DeepSeek, Wenxin Yiyang, Tongyi Qianwen, and
Doubao in campus settings, potential risks like data breaches and academic ethical violations have become increasingly prominent
as students utilize Al for learning, research, and practical activities. To systematically investigate the current state and challenges in
cultivating Al security literacy among college students, this study constructs a “Technology Acceptance-Risk Perception-Behavioral
Adjustment” literacy development model based on survey findings. From a student-centered perspective, it proposes enhancement
pathways including establishing a collaborative campus cultivation system, strengthening university-industry resource integration,
and developing immersive scenario-based simulation tools. These findings provide theoretical references and practical guidance for
universities to implement targeted Al security education.
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