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Abstract

To address challenges in cybersecurity monitoring platforms such as inefficient multi-source heterogeneous log parsing and high costs
associated with manually writing regular expressions, this study proposes an intelligent log parsing and aggregation method leveraging
large-scale Al models and user feedback mechanisms. The approach utilizes Al-driven automatic generation of regular expressions,
incorporates user validation mechanisms to ensure accuracy, optimizes model performance through feedback data, and categorizes
successfully parsed logs to generate risk events. Experimental results demonstrate that the method achieves 94.7% parsing accuracy,
30-fold efficiency improvement, 76% reduction in user intervention frequency, and 12.3% decrease in false alarm rates.
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