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Abstract

With the advancement of information process, the digital transformation of state-owned enterprises (state-owned enterprises) in
the field of archives management is gradually accelerating. As an important knowledge wealth and operational data of enterprises,
archival information plays an important role in the development of enterprises. However, with the gradual development of archival
information to electronic and network, the problem of information security is becoming increasingly serious. The leakage, tampering,
loss of file information and other problems seriously affect the normal operation and development of enterprises, and may even bring
incalculable losses. How to effectively prevent and control the risk of archival information security while ensuring the convenient
flow of information has become an important issue facing the current state-owned enterprises. By analyzing the current situation and
characteristics of the archival information security risk of state-owned enterprises, this paper discusses the construction path of the
information security risk prevention and control mechanism. Research shows that state-owned enterprises need to strengthen system
construction, enhance technical protection ability, and strengthen personnel safety awareness. Through the construction of a perfect
information security risk prevention and control mechanism, it can effectively prevent and resolve the file information security risks,
ensure the stability and sustainable development of enterprise operation, and provide a solid guarantee for the digital transformation
and modern management of state-owned enterprises.
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