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A brief discussion on the dilemma of data leakage and prevention
ideas between government and enterprise —— An investigation
into the protection of commercial secrets and national secrets in
the Internet environment

Yifan Zhang Lijun Zhou Yuxin Zhan
Hubei Institute of Aerospace Chemical Technology, Xiangyang, Hubei, 441003, China

Abstract

In the face of the systemic risks associated with the integration of big data information on the Internet, this paper analyzes the risk and
harm of three typical types of government and enterprise protection data needs: organizational structure and personnel information, work
plans and activity schemes, and notification documents and project materials. To address these risks, a three-dimensional breakthrough
framework of ‘structure-person-measures’ is proposed. The paper also provides several operational solutions for system construction and
cost-effectiveness analysis, offering a reusable methodological paradigm for preventing and controlling Internet data leaks.

Keywords
Internet data leakage; data leakage prevention; systematic advancement; demand orientation; practical path

S 3K TR AN sk R L ST [ 2 N : i =]

RIRBEHEMERIESHEER—EBEMIMETHE
53 o3 oia

5 EZRPRR

sk—L BL%E &SRk

BHETRAC R R 5B, T - L 2260 441003

i E

@A ST ABM RSB BAANFRMRE, A ZERDI LT PHEER: AREHEAREL, T/hitnsE

oy, s A5 R B M ABATRE RS M Ao 8 F AT, AR, 2 “SHM—A—HHE” g RTWER, R

AT JUAP IR R RN BN 7 B AR, A ZIEM BB BTG 3R 2R 6 77 kB TE X,

KA
ERMBIERE; BEREGE; RANRE; TRIw; RREE

1 5] M TIERRETITEK.

(R s S (KR ) W T, SR 0 HEE SR B i =
LR ABASAZ P, 18 IBM € 2024 SRR AL AR ) VS, HRERNA SRS B G A, FEEkE

[l

W, ER RO R 435 TR0 B s A R, TIEHISETR . BATCH: ST
2020 FEHER: 32%. AEEFALEAILENE RN, Bailg BB =AE R, R, KNSEERER . A5 . &
TAlE R R XG2S L . APT b, SRR (CRTRFE, B AR, B e RN R

TR R STA DAY B AL BB T, RS 5 4 MBS N\ RIESHE

BERAD SR 00 F B s B B AR AR THELURE S 1 WG AT, SR, BINALARIR L A e LR
TR BEIIMAT TR R, BRI RAMEIER e . SNEa L THE A S LSRR ST
EHENR, By B SHENERRIEARERAE R, BohdE el R REEGRERERAR (40 Neodj ) MRt
W4, datlEN . Bickae . TRl EsidEpiEe
CEERIATYT SK—0A (1994-) , 55, PEMILEON, X serenr CflRIRE . AEESHIEIEES) o B
R, BUIM, MBRBEESRBEARFIHR. ETYAN7A B e 18] 0 = s N e e e =y .41 1 I

22



HEREESMIELRHE - £03%5 - F 071 - 2025 £ 07 A

%) | BEERIAIA A o R AR NRALE APL
RS, SEREARN NG BRI P 550, W57
R4 (BuEZe s ) Pl s ek, U

YHLAAE T NGAE T HAE B IZ I E
IRAOK, HRBeMsE, nIDIMAN IR, IR, BUME
IR B RRBRIRT, ST EmSERE kS T
EVHIRSLRIR], RULDyRr BARANG R Rk, A S Bt g
e AR AR R E N AT F AR A8, A
FRISIGT. B BSEEMHE . SRR, RO BERASEE
e TR, ISR BRI RIN L . 28 g a1
WK & NGRS . MESARE I AR Lok, 2
PR ELS T A S S R OS], RIRES A ELeTT, &
SNGIIRIAL. SRR T REAR G RIS I E AR, it
RGBS N, M AR FIRE R, LAk 2 RO
FEESERE, SoHEMASFITRIER, RESOHTHA
A TAEEL, BORRSHItRIETE. K.

22 TRtk S@EsShARME

IR BEEBRS=VE. AR EE. kRS
P25 S T H AR AT SRSy, et T 2mis
SEANTT. FEEN RIS ENE, fErml AT LikH
FRSTEOL . AN 2022 FIETT RS TT I E AEARET, S
FELEFERARE (IEEESHZ) 7 “Somillg
B A, EERRES A ST, RADUET
AN 5% bR,

TR RISES T A MR LA, Hakeid
BT HSWA L REGHE, rTREEERMSEER AT, 5
FE LB AR AT R RRFF e I, it
—IRERLR EONTTIOE BT B T, BEATELE
th A B BRI S5 TR AR R, AT A, PR
K. EEESRESKIENATRO . M RE . TH RS . M
EZE ) AR ERE, TR IIIE £k, 5. EF
T A AESRES n BRSSO, i nl BE SIS S B
Mo M AREES FARE BRI, THRIRITS =Bl A =i A
RES], <EESH, SHEEEWERNTSESD, READ
PR 5 N R S B L AR
2.3 BRI 51 B At 58

BRAHT: 0 SR (2 R A TF 2 BRI SR 4 f9
AL, PRI EE n] I BRI ST E A RN R XS
WA, AmfrER NG, MtEgfn, A4UREl. JEk
SNRSTSEEA I, TS, PR R AT REmI TE
FEEASY . FEIRI Bt TSR, B
ORI R AP TR, WS M E SR 2 At
LB EIESA TN L S1EE, XTSI L
WOt e, " @

BHSEE RS B RIRE S B IR RS2
OB, T EBERARR, e R R R

SR . L. RS FRE ARG, HEX
Pt A AT LB R A s o SR T
TR, MITEMEAUEATTR AN, WrTsEaSH
AL RN BIEL, THHE B RS 5, LSHEest, Hk
ARG E . MEIFRRE B, B ERRM K
FRERiB RS KPR G ER O, A& S e
BOR, MEERS SEU™ BN G R Re MRS TER . M
AR Bk, XS ER R i ST T, BEHEE K
HiEESENN, SBEERE T ESER T TS,
3 HEBEMEHEt EERIFS AR TE
3.1 B EHp EEHESR

RS N A E B ETR BE MY, R4 M
RSV RIRIRE A k. RGOS BRP EETE
ARER AL, i SO 1Mok (5 B bt
e, W AN R TR, e A AT B AL S
B, AR AT IR EE . TARGE
FI AP T B B MU TR Sz, foe/ IMERIT R 03t
VEER, BeBENAEHE—ESKE—ERL, RE
BB H SLbrk S5 TR A L Sk, B EEEHIEE, B
EHEDR, DERERIMAT A RS BRER T,

S—J510, XA RS BRI ARBLERE Y DR
EIR R, T, TWERORT . EHEAR. EARAR
LR REE IR IS . DIsal by, Bz OmmEA,
BRI, WAERE SIS, DgE—RS, #7
e, RIEAEERLS T, ATRERIP AR
SR TRAR AR AR . KERHE R ToREERER,
INEISY e AT LN Y SN (S I SR NI (S S W
NN BRI A ARSI 5200 . ] REAFAEI 224
S, RECR IR R NG B ESh F A 3R
T e (=) SRBUHRIIINES | FARI b2 et R o
32 HEFEHEXLFAHEE

TR 515877 SR & R B ST AE TR
PR UMEREL, RE4MAGRAT ARSI Bk, ADlmd i
SR, EAZBRES FORR R . RIDIDIZSIT BRHETS . SHES
PR S R P Ni By AW =) SNEO L Y e BTy Mo €=
DIESI] L BEE A TS T s B R R A AR R S
e, DRSS, BAiEkR. el DURTER
TUE M EF AR AR T IR b 73Ry . iz,
PPN

TESCREAR, AIDLBE AR LRSS, —=Ra
NIRRT ST B HIE, W HIERESEAL G251 R
Figitogih; A TR T OA DRI, HifE
TR BB T, WEREEER; =284
INEBIEEREZ, e B &SR AR PEESE,
TREFBHER R

23



HEREESMIELRHE - £03%5 - F 071 - 2025 £ 07 A

3.3 REVE ML AR & 4fr1P

WSS E PR O RS 2 B T B EAELL
Rk, SRz s BRI, — TR (5 B
AHLE], SEREHOE B TSR, B
BEEARGH TR, EEHEELIEdERE SR JET
B, HAEAZHME BRI EHRE, ATDURIE
AW MERWE, AWK TIRNE, FERP
WL TBAATREIEREERE . s HEseisk . i
SR ESORY Y . 355 FHENBINEE ToKED, AILIRIER:
ORISR R m i o

15 B AR R MERAETE 4 D RIRAERE, B L, 9D
NFFL AR ERRIREENEFANA R Z AR, NED
SEAR U A T NEBEE B JNEBAIE, AFFRIARBRHIERE,
AR EEE MRS ERN. EEHERILEHEERNL
555 NS5 AR 1 R R BGRE B AL 55 oK B S B
I RIZRAERT
4 LB REIR
4.1 &3 NERE YIS

AT DURIE TS EA5 A (5 BRI A, i K iR
PEZFWE, BTSRRI TR TR R R E A
TEOPRUES AT WA . RGBT E SIS . AT
iy BEAZHIRE R AAELE . B AER PSR R BN U Y T
PR

DS SR 7 PN BRI TR RS T L BRI 3504
HRERTE, BEOITIRE, SIS RIS .
FERT B AR S, ANOUR TR A A IRAS, HA
HETFREESMSIL T FERECIR . 58, BaEg
TR,

EENUAN EEIR ST THle BRI, 217
SEEHIE, WWEHA SR, W EFIRE AR
SN, BESAREFHEESRIRA RS, m
FEASE N EIVA RS, EEPMRNZ RS B RS
S TERIET T o
4.2 HE RNEREHIE M

A DLE AN RS, EEEELR.
S M A R MR B E R (5 A o R bridis,
HFibs ERTBEES HE. 2 EFTERRE GB/T
22239-2019: =ZVL RGN ZE I IRE, HIHEE
BEEFERP, IEREZAITA. AR ESEN; #Fil
FRENEADT 6 Ao W R FEm By ke Al

24

224 PR S SN DT RIFT Y MER A TR T, 3 F AT
BRI, KEEBEENER.

T3 BB B B A S R A R TR T SRR T
2, (BRRIERE T BRI AR RERE P4 S TR S
2, RIS RBHERIME R .

PR I 9 1 AR T e — MR R A2k EavA
g, MR TB EIREIEREE. thalDARE A A s
. RINIIRE . THERCE L MR, 1 2 BRI NESRIEN .
AN GBI NR, 2R, FEE SR
IR RIZ NI 2, 2 PRt B & S 8uE
R, HEEANR R 2
4.3 fi B BT

AT DL B TSRS R DRSS . SR
SO THREAE, D RTDUB S RIS,
TEERTEE W AT R % T 5 8 B R e TR et A
ST FHIOBCE, RM IR RS, RO, s
RO, e LT, T SORY PSR R

FL TSR A AR 8 P B A AR AT, A kA
TEETE RS E BT ARE .. (BRVERE R
LRI B, MEDU A FIAS B 224

BRI TRR B T3 BB BEW 1 9 — vk f%
1, BiE BRI B TRtk
REG B SIFR EBT8, SHRIIG e RAR (L, 7% 42
BT, SR TEKRE AT AR BEPR A FE i 3 5.
TERENE, BT RS EEIRREER T, EATLLE
FADNEN AT ORRIEE TR /KB 2 SORS I s i Rk e,
T4,

5 &5iE

5 REMIEUEN R, EERIFEECARMRAIR
WEEMOARE, SEORRR ISR PRI O B2 R, AN
SCE R BN R R, RS B IE R, £
IESEMSEPRIH A, R “CE— N—TEHE" BRI R SaRS

AR, MO N B AR AR

S

(1] ARSI L. 20234 EBOUEEE R 2 RIS ST
T5[R].2024.

[2] @EEBLEREIITRZF2:.GB/T22239-201915 B4ty
IR 22 4 2 (R I AR K [S].2019.

3] R ARIERIEAN S B [S1Abat: AR 2021.

[4] HEFOBEMEEIAE . MEHIRL 2 EEY (EREL
&) [2].2021-11.



