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Abstract

As critical information assets, electronic archives’ authenticity, integrity, and traceability play pivotal roles in administrative
governance and social governance. Traditional centralized storage models face challenges including high tampering risks, opaque
auditing processes, and system vulnerabilities. Blockchain-based solutions—such as hash verification, consensus mechanisms, smart
contracts, and distributed storage—can establish a comprehensive security framework covering evidence preservation, tamper-
proofing, sharing, and long-term archiving. By embedding on-chain verification and automated rule enforcement throughout the
entire lifecycle of archives (from creation to utilization), the credibility and circulation security of electronic archives are significantly
enhanced, facilitating the transition from centralized trust to technology-driven trust in management models.
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