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Abstract

The intelligent transformation of power plants under Industry 4.0 has broken the physical isolation between production and
management systems, posing severe cybersecurity challenges. This paper systematically discusses the significance, risk assessment,
and protection strategies for the operational security of power plant information systems. The research holds practical value in
ensuring production continuity, protecting data, and meeting compliance, alongside theoretical significance for enriching industrial
control security frameworks. A systematic risk assessment process covering identification, analysis, and evaluation is constructed.
Based on the findings, a multi-layered protection system integrating technology, management, and personnel is proposed, aiming to
provide an effective path for securing critical infrastructure and ensuring stable energy supply.
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