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Abstract

This study examines the application of domestically developed distributed control systems (DCS) in thermal control systems of
thermal power plants, identifying security threats and performance bottlenecks. It proposes security strategies based on whitelisting,
redundancy switching, and communication verification, along with performance optimization methods focusing on scan interval
optimization, database connection optimization, and system traffic load balancing. Comparative analysis using real-world
measurement data from a 660MW generator demonstrates that critical signals before and after implementing different strategies show
no impact on system response speed, while the enhanced modular control speed achieves a 12% reduction in processing time.
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