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Abstract

As the new power system accelerates its evolution towards digitalization and intelligence, the existing power communication rooms,
lacking an original intelligent Internet of Things architecture, generally suffer from weak state perception, numerous security blind
spots, and lagging operation and maintenance responses. Moreover, under the requirements of security and compliance for critical
infrastructure, there is an urgent need to establish an independently controllable intelligent inspection system. In response to these
challenges, this paper proposes an intelligent interlinked inspection system for power communication rooms, which integrates three
core technologies: multi-camera collaborative tracking, distributed networking, and WAPI end-to-end secure transmission. Firstly, a
multi-view geometric modeling method based on a unified world coordinate system is proposed, which realizes the three-dimensional
positioning of intrusion targets and seamless handover tracking across cameras through perspective ray back-projection and multicast
collaboration. Secondly, based on the distributed soft bus architecture of OpenHarmony, a decentralized collaborative network is
constructed that supports heterogeneous terminal self-discovery, low-latency communication, and hardware capability virtualization,
significantly enhancing the interoperability of edge devices and resource scheduling efficiency. Finally, the system comprehensively
adopts China’s independent WAPI security protocol and SM2/SM3/SM4 national cryptographic algorithms to establish an end-to-end
secure transmission mechanism covering device authentication, key negotiation, and data encryption, effectively resisting identity
forgery and data eavesdropping and other wireless security threats. The actual deployment results show that the system, while
ensuring high security, achieves core functions such as panoramic visualization of the room, intelligent environmental monitoring,
and precise personnel control, providing a replicable and scalable technical model for the digital and intelligent operation and
maintenance of power information and communication infrastructure.
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