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Abstract

In the context of intelligent manufacturing, electromechanical systems are increasingly networked and collaborative. However,
rising communication frequency poses challenges such as bandwidth constraints, cumulative latency, and escalating security risks.
Periodic sampling control in high-traffic networks often leads to congestion and performance degradation. Event-triggered control,
which adapts communication based on state changes, reduces redundant data and improves network utilization. Its sparsity also
facilitates attack detection. This study establishes an event-triggered collaborative control framework that integrates attack detection,
state estimation, and robust compensation into control laws to suppress spoofing, replay, and denial-of-service attacks. A consensus-
based collaborative model is developed to maintain coordination in constrained networks. Simulations demonstrate significant
improvements in reducing network load, enhancing attack resistance, and improving collaborative performance, providing technical
support for secure electromechanical system coordination.
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