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The dilemma and rule reconstruction of justifiable defense
in the digital era

Xingyu Xing
Tibet Minzu University, Xianyang, Shaanxi, 712082, China

Abstract

Digital technology, in various forms such as artificial intelligence, the Internet of Things, and blockchain, is increasingly penetrating
into various fields of society, continuously changing the basic ways of social interaction. In online communication, issues such as
the improper dissemination of personal information and the abuse of image processing technology have brought persistent troubles;
cross-border data operations affect the security boundaries of corporate information and personal data; the popularity of smart devices
is also accompanied by an increase in phenomena such as unauthorized use of cameras and external interference with home systems.
Such behaviors exhibit characteristics of virtualization, cross-regional nature, and temporal extension, posing adaptability challenges
to response mechanisms traditionally built mainly based on real-space interactions. This paper combines recent cases and survey
data related to network information processing, data operation responses, and other related topics to analyze the practical issues
in behavior identification, response considerations, and information verification in the context of digitalization. It further explores
regulatory adaptation paths that are more aligned with the characteristics of digital society, aiming to provide reference for building a
more reasonable framework for digital space behavior and help achieve a more harmonious and just digital environment.
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